HIPAA BUSINESS ASSOCIATE AGREEMENT

This HIPAA Business Associate Agreement (the “Agreement”), is made and is

effective as of this day of , 20Effective Date”), between
, located at (“Business Associate”)
and , located at (“Company”

or “Covered Entity”) (each a “Party” and collectiy¢he “Parties”).

BACKGROUND

This Agreement sets forth the terms and conditjmsuant to which Protected Health
Information that is created, received, maintainedransmitted by the Business Associate from
or on behalf of Covered Entity (“PHI”), will be hdied between the Business Associate and
Covered Entity. The Parties are committed to comglywith the Privacy Standards for
Individually Identifiable Health Information (theé”tivacy Rule”) and the Security Standards for
electronic Protected Health Information (the “SéguiRule”) under the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”and implementing regulations (the
“HIPAA Rules”), as each is amended from time togim

1. Definitions Terms used, but not otherwise defined, in thigeg&ment shall have the
same meaning as those terms are defined in HIPAAf@HIPAA Rules.

1.1 Breach “Breach” means the acquisition, access, useismasure of PHI in a
manner not permitted by the Privacy Rule that cammpses the security or privacy of the
PHI.

1.2 Business AssociatéBusiness Associate” shall generally have theesaneaning
as the term “business associate” at 45 C.F.R. 8080.and in reference to the party to
this Agreement, shall mean Business Associate.

1.3  Covered Entity “Covered Entity” shall generally have the sameaning as the
term “covered entity” at 45 C.F.R. 8160.103, andréfierence to the party to this
Agreement, shall mean Company.

1.4 Protected Health Information‘Protected Health Information” or “PHI” has the
meaning as set out in its definition at 45 C.F.R6@&103, limited to the information

created, received, maintained or transmitted byiriss Associate from or on behalf of
the Covered Entity, and includes “Electronic Prt#dcHealth Information (“ePHI”) as

defined in 45 C.F.R. 8160.103.

2. Permitted Uses and Disclosures by Business Assoc

(a) Business Associate may only use or disclosed3Htecessary to perform the services
set forth in any underlying services agreement betwthe Parties.

(b) Business Associate may use or disclose PHé@sined by law.
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(c) Business Associate may de-identify informatiomccordance with HIPAA standards
and use such information for internal business psep.

(d) Business Associate agrees to make uses antbslises and requests for PHI
consistent with Covered Entity’s minimum necessaljcies and procedures.

(e) Business Associate may not use or disclose iIRFHd manner that would violate
Subpart E of 45 C.F.R. Part 164 if done by Covdeatity, except for the purposes
described in (f) and (g) below.

() Business Associate may disclose PHI for thepprananagement and administration
of Business Associate or to carry out the leggboasibilities of the Business Associate,
provided the disclosures are required by law, osiBess Associate obtains reasonable
assurances from the person to whom the informadidirsclosed that the information will
remain confidential and used or further disclosedy as required by law or for the
purposes for which it was disclosed to the persord the person notifies Business
Associate of any instances of which it is awarewinich the confidentiality of the
information has been breached.

(g) Business Associate may provide data aggregagovices relating to the health care
operations of Covered Entity.

3. Obligations and Activities of Business Associate

Business Associate agrees to:

(&) Not use or disclose PHI other than as permitiecequired by the Agreement or as
required by law;

(b) Use appropriate safeguards, and comply withp8ukC of 45 C.F.R. Part 164 with
respect to ePHI, to prevent use or disclosure of &Rer than as provided for by the
Agreement;

(c) Report to Covered Entity any use or disclosofePHI not provided for by the
Agreement of which it becomes aware, including eaBh of unsecured PHI as required
at 45 C.F.R. 8164.410, and any Security Incidemttuth it becomes aware;

(d) In accordance with 45 C.F.R. 88164.502(e)(LHnd 164.308(b)(2), if applicable,
ensure that any subcontractors that create, reaiamtain, or transmit PHI on behalf of
Business Associate agree to the same restricwomnslitions, and requirements that apply
to Business Associate with respect to such infaonat

(e) In the time and manner agreed upon by CoventitlyEand Business Associate, make
available PHI in a designated record set to CovErgdy as necessary to satisfy Covered
Entity’s obligations under 45 C.F.R. 8164.524;

(M) In the time and manner agreed upon by CovergttyEand Business Associate, make
any amendment(s) to PHI in a designated recordsseirected or agreed to by Covered
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Entity pursuant to 45 C.F.R. 8164.526, or take otheasures as necessary to satisfy
Covered Entity’s obligations under 45 C.F.R. §186,5

(g) Maintain and, in the time and manner agreedchupp Covered Entity and Business
Associate, make available the information requited provide an accounting of
disclosures to Covered Entity as necessary tofg&lisvered Entity’s obligations under
45 C.F.R. §164.528;

(h) To the extent the Business Associate is toyaaut one or more of Covered Entity’s
obligation(s) under Subpart E of 45 C.F.R. Part, I&mply with the requirements of
Subpart E that apply to Covered Entity in the penfance of such obligation(s); and

(i) Make its internal practices, books, and recadailable to the Secretary for purposes
of determining compliance with the HIPAA Rules.

4. Privacy Practices and Restrictions

Covered Entity shall notify Business Associate oy &) limitation(s) in the notice of
privacy practices of Covered Entity under 45 C.FR64.520; (ii) changes in, or
revocation of, the permission by an individual &eor disclose his or her PHI; or (iii)
restriction on the use or disclosure of PHI thav€ed Entity has agreed to or is required
to abide by under 45 C.F.R. 8164.522; the exteat guch limitation, change or
restriction may affect Business Associate’s usalisclosure of PHI. Covered Entity
represents that it has obtained all necessary amdhions, if any, for the use or
disclosure of PHI to enable Business Associateetdopmn services for or on behalf of
Covered Entity.

5. Term and Termination

5.1 Term This Agreement shall become effective on thee&ive Date and shall
continue in effect until the termination of the enging business relationship or it is
terminated as set forth in this Section 5, whichevsooner.

5.2  Termination by Covered EntityBusiness Associate authorizes termination af thi
Agreement by Covered Entity, if Covered Entity detmes Business Associate has
breached a material term of the Agreement and BssirAssociate has not cured the
breach or ended the violation within thirty (30)esalar days of such written notice.

5.3 Termination by Business Associatéf Business Associate reasonably believes
that Covered Entity has breached a material terthiefAgreement, Business Associate
shall provide thirty (30) calendar days noticetefintention to terminate this Agreement.
Business Associate will cooperate with Covered tirtt find a mutually satisfactory
resolution to the matter prior to terminating.

5.4 Effect of Termination Upon termination of this Agreement for any regso
Business Associate, with respect to PHI receivaanfrCovered Entity, or created,
maintained, or received by Business Associate tialbef Covered Entity, shall:
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(a) Retain only that PHI which is necessary foriBess Associate to continue its
proper management and administration or to cartytelegal responsibilities;

(b) Return to Covered Entity or destroy the remmanPHI that the Business
Associate still maintains in any form;

(c) Continue to use appropriate safeguards and lgomiph Subpart C of 45
C.F.R. Part 164 with respect to ePHI to prevent arsdisclosure of such PHI,
other than as provided for in this Section, forlasg as Business Associate
retains the PHI,

(d) Not use or disclose the PHI retained by Businkssociate other than for the
purposes for which such PHI was retained and stibjethe same conditions set
out in Section 2 which applied prior to terminatiand

(e) Return to Covered Entity or destroy the PHairetd by Business Associate
when it is no longer needed by Business Assocatéd proper management and
administration or to carry out its legal resporigibs.

55 Survival The obligations of Business Associate under 8astion shall survive
the termination of this Agreement.

6. Miscellaneous

6.1 Amendments; Waiver This instrument sets forth the entire understapénd
agreement of the parties as to the subject mdttersoAgreement. This Agreement may
be changed or modified only by an agreement iningrisigned by both parties. Any
waiver of any term of this Agreement or the breattany of its provisions shall not
operate or be construed as a waiver of any othesutrssequent failure of strict
performance.

6.2 No Third Party BeneficiariesNothing express or implied in this Agreement is
intended to confer, nor shall anything herein cgnégon any person other than the
Parties and the respective successors or assigtise dParties, any rights, remedies,
obligations, or liabilities whatsoever.

6.3 Notices All notices required under this Agreement sballin writing, addressed
to the other party at the address indicated inAlgieement, (or at such other address as
either party may designate by proper written notec¢ghe other party). Notices may be
delivered by hand or sent by facsimile transmissioncertified mail, return receipt
requested. Notices shall be effective upon recdiutices sent by mail shall be deemed
received on the date of receipt indicated by thiarmeverification provide by the U.S.
Postal Service.

6.4 Interpretation Any ambiguity in this Agreement shall be resdlve favor of a
meaning that permits Covered Entity to comply wiite Privacy Rule and Security Rule.
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IN WITNESS WHEREOF, the parties have executed this Agreement as addtesfirst
written above.

BUSINESS ASSOCIATE: COVERED ENTITY:
By: By:

Print Name: Print Name:

Print Title; Print Title:
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